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Project name : OhꈾFinance Contract

Project address: https://oh.finance

Code URL : https://githXb.com/OhFinance/oh-contracts

Commit : db8eda7caf4e7076d9c23ad633ba57d27d4b5a03

Project target : OhꈾFinance Contract AXdit

Blockchain : EthereXm

Test resXlt : PASSED

AXdit Info

AXdit NO : 0X202106090006

AXdit Team : Armors Labs

AXdit Proofreading: https://armors.io/#project-cases

The OhꈾFinance team asked Xs to reYieZ and aXdit their OhꈾFinance contract. We looked at the code and noZ

pXblish oXr resXlts.

Here is oXr assessment and recommendations, in order of importance.

NaPe AXdLWRU VeUVLRQ DaWe

OhꈾFinance AXdit Rock, Sophia, RXshairer, Rico, DaYid, Alice 1.0.0 2021-06-09

Note that: This aXdit inclXdes OhToken.sol file and OhTimeLock.sol file.

Note that as of the date of pXblishing, the aboYe reYieZ reflects the cXrrent Xnderstanding of knoZn secXrit\ patterns

as the\ relate to the OhꈾFinance contract. The aboYe shoXld not be constrXed as inYestment adYice.

Based on the Zidel\ recogni]ed secXrit\ statXs of the cXrrent Xnderl\ing blockchain and smart contract, this aXdit

report is Yalid for 3 months from the date of oXtpXt.

(Statement: Armors Labs reports onl\ on facts that haYe occXrred or e[isted before this report is issXed and assXmes

corresponding responsibilities. Armors Labs is not able to determine the secXrit\ of its smart contracts and is not

responsible for an\ sXbseqXent or e[isting facts after this report is issXed. The secXrit\ aXdit anal\sis and other

content of this report are onl\ based on the docXments and information proYided b\ the information proYider to

Armors Labs at the time of issXance of this report (" information proYided " for short). Armors Labs postXlates that the

OKꈾꈾFLQaQce AXdLW SXPPaU\

OKꈾꈾFLQaQce AXdLW

DRcXPeQW LQfRUPaWLRQ

AXdLW UeVXOWV
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information proYided is not missing, tampered, deleted or hidden. If the information proYided is missing, tampered,

deleted, hidden or reflected in a Za\ that is not consistent Zith the actXal sitXation, Armors Labs shall not be

responsible for the losses and adYerse effects caXsed.)

fLOe Pd5

./OhToken.sol 631442a69eeb296e634a0c0ce7e16a31

./libraries/TransferHelper.sol 2895a3c9122539f2d05075f6c90554f3

./OhTimelock.sol 240c71fed31aa28adfefe63332da0e9c

./registr\/OhSXbscriber.sol 8c4bfd7808b919cb7a0a8ea1830f2a4b

./registr\/OhRegistr\.sol 038fc6456eb93bc93b660743c9395cab

./interfaces/ISXbscriber.sol 49ab2f1989883f4fe22a5cde72ad173b

./interfaces/IRegistr\.sol 05673fdeea05bf3162bf4cb67d471dee

./interfaces/ITimelock.sol f5f88105d5716bf82cdd3d635d09d702

./interfaces/IToken.sol 8d3da343072234b9ba5bf5f10e122cb5

YXOQeUabLOLW\ OeYeO QXPbeU

Critical seYerit\ 0

High seYerit\ 0

MediXm seYerit\ 0

LoZ seYerit\ 0

VXOQeUabLOLW\ VWaWXV

Re-Entranc\ safe

Arithmetic OYer/Under FloZs safe

Une[pected Blockchain CXrrenc\ safe

Delegatecall safe

DefaXlt Visibilities safe

Entrop\ IllXsion safe

E[ternal Contract Referencing safe

AXdLWed WaUgeW fLOe

VXOQeUabLOLW\ aQaO\VLV

VXOQeUabLOLW\ dLVWULbXWLRQ

SXPPaU\ Rf aXdLW UeVXOWV
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VXOQeUabLOLW\ VWaWXV

Short Address/Parameter Attack safe

Unchecked CALL RetXrn ValXes safe

Race Conditions / Front RXnning safe

Denial Of SerYice (DOS) safe

Block Timestamp ManipXlation safe

ConstrXctors Zith Care safe

Unintialised Storage Pointers safe

Floating Points and NXmerical Precision safe

t[.origin AXthentication safe

Permission restrictions safe

 
// SPDX-License-Identifier: MIT 
 
SUagPa VROidiW\ 0.7.6; 
 
iPSRUW ^ERC20` fURP "@RSeQ]eSSeOiQ/cRQWUacWV/WRNeQ/ERC20/ERC20.VRO"; 
iPSRUW ^SafeMaWh` fURP "@RSeQ]eSSeOiQ/cRQWUacWV/PaWh/SafeMaWh.VRO"; 
iPSRUW ^ITRNeQ` fURP "./iQWeUfaceV/ITRNeQ.VRO"; 
iPSRUW ^OhSXbVcUibeU` fURP "./UegiVWU\/OhSXbVcUibeU.VRO"; 
 
/// @title Oh! Finance Token 
/// @notice Protocol GoYernance and Profit-Share ERC-20 Token 
cRQWUacW OhTRNeQ iV ERC20("Oh! FiQaQce", "OH"), OhSXbVcUibeU, ITRNeQ ^ 
    XViQg SafeMaWh for XiQW256; 
 
    /// @notice A checkpoint for marking number of Yotes from a giYen block 
    VWUXcW ChecNSRiQW ^ 
        XiQW32 fURPBORcN; 
        XiQW256 YRWeV; 
    ` 
 
    /// @notice The ma[ token suppl\, minted on initiali]ation. 100m tokens. 
    XiQW256 public cRQVWaQW MAX_SUPPLY = 100000000e18; 
 
    /// @notice The EIP-712 t\pehash for the delegation struct used b\ the contract 
    b\WeV32 public cRQVWaQW DELEGATION_TYPEHASH = 
        NeccaN256("DeOegaWiRQ(addUeVV deOegaWRU,addUeVV deOegaWee,XiQW256 QRQce,XiQW256 deadOiQe)"); 
 
    /// @notice the EIP-712 t\pehash for approYing token transfers Yia signature 
    b\WeV32 public cRQVWaQW PERMIT_TYPEHASH = 
        NeccaN256("PeUPiW(addUeVV RZQeU,addUeVV VSeQdeU,XiQW256 YaOXe,XiQW256 QRQce,XiQW256 deadOiQe)
 
    /// @notice The EIP-712 t\pehash for the contract's domain 
    b\WeV32 public cRQVWaQW DOMAIN_TYPEHASH = 
        NeccaN256("EIP712DRPaiQ(VWUiQg QaPe,VWUiQg YeUViRQ,XiQW256 chaiQId,addUeVV YeUif\iQgCRQWUacW)
 
    /// @notice The EIP-712 t\pehash used for repla\ protection, set at deplo\ment 
    // solhint-disable-ne[t-line 
    b\WeV32 public iPPXWabOe DOMAIN_SEPARATOR; 

CRQWUacW fLOe
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    /// @notice Delegate Yotes from `msg.sender` to `delegatee` 
    PaSSiQg(addUeVV => addUeVV) public deOegaWeV; 
 
    /// @notice A record of Yotes checkpoints for each account, b\ inde[ 
    PaSSiQg(addUeVV => PaSSiQg(XiQW32 => ChecNSRiQW)) public checNSRiQWV; 
 
    /// @notice A record of states for signing / Yalidating signatures 
    PaSSiQg(addUeVV => XiQW256) public QRQceV; 
 
    /// @notice The number of checkpoints for each account 
    PaSSiQg(addUeVV => XiQW32) public QXPChecNSRiQWV; 
 
    /// @notice An eYent thats emitted Zhen an account changes its delegate 
    eYeQW DeOegaWeChaQged(addUeVV iQde[ed deOegaWRU, addUeVV iQde[ed fURPDeOegaWe, addUeVV iQde[ed WR
 
    /// @notice An eYent thats emitted Zhen a delegate account's Yote balance changes 
    eYeQW DeOegaWeVRWeVChaQged(addUeVV iQde[ed deOegaWe, XiQW256 SUeYiRXVBaOaQce, XiQW256 QeZBaOaQce)
 
    cRQVWUXcWRU(addUeVV UegiVWU\_) OhSXbVcUibeU(UegiVWU\_) ^ 
        DOMAIN_SEPARATOR = NeccaN256( 
            abi.eQcRde(DOMAIN_TYPEHASH, NeccaN256(b\WeV(QaPe())), NeccaN256(b\WeV("1")), geWChaiQId()
        ); 
 
        _PiQW(PVg.VeQdeU, MAX_SUPPLY); 
    ` 
 
    /// @notice Delegate Yotes from `msg.sender` to `delegatee` 
    /// @param delegatee The address to delegate Yotes to 
    function delegate(addUeVV deOegaWee) e[ternal oYerride ^ 
        return _deOegaWe(PVg.VeQdeU, deOegaWee); 
    ` 
 
    /// @notice Delegates Yotes from `delegator` to `delegatee` 
    /// @param delegator the address holding tokens 
    /// @param delegatee The address to delegate Yotes to 
    /// @param deadline The time at Zhich to e[pire the signature 
    /// @param Y The recoYer\ b\te of the signature 
    /// @param r Half of the ECDSA signature pair 
    /// @param s Half of the ECDSA signature pair 
    function delegateB\Sig( 
        addUeVV deOegaWRU, 
        addUeVV deOegaWee, 
        XiQW256 deadOiQe, 
        XiQW8 Y, 
        b\WeV32 U, 
        b\WeV32 V 
    ) e[ternal oYerride ^ 
        // solhint-disable-ne[t-line 
        require(bORcN.WiPeVWaPS <= deadOiQe, "DeOegaWe: IQYaOid E[SiUaWiRQ"); 
        require(deOegaWRU != addUeVV(0), "DeOegaWe: IQYaOid DeOegaWRU"); 
 
        XiQW256 cXUUeQWVaOidNRQce = QRQceV[deOegaWRU]; 
        b\WeV32 digeVW = 
            NeccaN256( 
                abi.eQcRdePacNed( 
                    "\[19\[01", 
                    DOMAIN_SEPARATOR, 
                    NeccaN256(abi.eQcRde(DELEGATION_TYPEHASH, deOegaWRU, deOegaWee, cXUUeQWVaOidNRQce
                ) 
            ); 
 
        require(deOegaWRU == ecUecRYeU(digeVW, Y, U, V), "DeOegaWe: IQYaOid SigQaWXUe"); 
        QRQceV[deOegaWRU] = cXUUeQWVaOidNRQce.add(1); 
        return _deOegaWe(deOegaWRU, deOegaWee); 
    ` 
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    /// @deY implements the permit function per EIP-712 
    /// @param oZner the oZner of the funds 
    /// @param spender the spender 
    /// @param Yalue the amount 
    /// @param deadline the deadline timestamp, t\pe(uint256).ma[ for ma[ deadline 
    /// @param Y the recoYer\ b\te of the signature 
    /// @param r half of the ECDSA signature pair 
    /// @param s half of the ECDSA signature pair 
    function permit( 
        addUeVV RZQeU, 
        addUeVV VSeQdeU, 
        XiQW256 YaOXe, 
        XiQW256 deadOiQe, 
        XiQW8 Y, 
        b\WeV32 U, 
        b\WeV32 V 
    ) e[ternal oYerride ^ 
        require(bORcN.WiPeVWaPS <= deadOiQe, "PeUPiW: IQYaOid DeadOiQe"); 
        require(RZQeU != addUeVV(0), "PeUPiW: IQYaOid OZQeU"); 
 
        XiQW256 cXUUeQWVaOidNRQce = QRQceV[RZQeU]; 
        b\WeV32 digeVW = 
            NeccaN256( 
                abi.eQcRdePacNed( 
                    "\[19\[01", 
                    DOMAIN_SEPARATOR, 
                    NeccaN256(abi.eQcRde(PERMIT_TYPEHASH, RZQeU, VSeQdeU, YaOXe, cXUUeQWVaOidNRQce, d
                ) 
            ); 
 
        require(RZQeU == ecUecRYeU(digeVW, Y, U, V), "PeUPiW: IQYaOid SigQaWXUe"); 
        QRQceV[RZQeU] = cXUUeQWVaOidNRQce.add(1); 
        return _aSSURYe(RZQeU, VSeQdeU, YaOXe); 
    ` 
 
    /// @notice Gets the current Yotes balance for `account` 
    /// @param account The address to get Yotes balance 
    /// @return The number of current Yotes for `account` 
    function getCurrentVotes(addUeVV accRXQW) e[ternal YieZ oYerride returns (XiQW256) ^ 
        XiQW32 QChecNSRiQWV = QXPChecNSRiQWV[accRXQW]; 
        return QChecNSRiQWV > 0 ? checNSRiQWV[accRXQW][QChecNSRiQWV - 1].YRWeV : 0; 
    ` 
 
    /// @notice Determine the prior number of Yotes for an account as of a block number 
    /// @deY Block number must be a finali]ed block or else this function Zill reYert to preYent misi
    /// @param account The address of the account to check 
    /// @param blockNumber The block number to get the Yote balance at 
    /// @return The number of Yotes the account had as of the giYen block 
    function getPriorVotes(addUeVV accRXQW, XiQW256 bORcNNXPbeU) e[ternal YieZ oYerride returns (XiQW
        require(bORcNNXPbeU < bORcN.QXPbeU, "GeWPUiRUVRWeV: IQYaOid BORcN"); 
 
        XiQW32 QChecNSRiQWV = QXPChecNSRiQWV[accRXQW]; 
        if (QChecNSRiQWV == 0) ^ 
            return 0; 
        ` 
 
        // First check most recent balance 
        if (checNSRiQWV[accRXQW][QChecNSRiQWV - 1].fURPBORcN <= bORcNNXPbeU) ^ 
            return checNSRiQWV[accRXQW][QChecNSRiQWV - 1].YRWeV; 
        ` 
 
        // Ne[t check implicit ]ero balance 
        if (checNSRiQWV[accRXQW][0].fURPBORcN > bORcNNXPbeU) ^ 
            return 0; 
        ` 
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        XiQW32 ORZeU = 0; 
        XiQW32 XSSeU = QChecNSRiQWV - 1; 
        Zhile (XSSeU > ORZeU) ^ 
            XiQW32 ceQWeU = XSSeU - (XSSeU - ORZeU) / 2; // ceil, aYoiding oYerfloZ 
            ChecNSRiQW PePRU\ cS = checNSRiQWV[accRXQW][ceQWeU]; 
            if (cS.fURPBORcN == bORcNNXPbeU) ^ 
                return cS.YRWeV; 
            ` else if (cS.fURPBORcN < bORcNNXPbeU) ^ 
                ORZeU = ceQWeU; 
            ` else ^ 
                XSSeU = ceQWeU - 1; 
            ` 
        ` 
        return checNSRiQWV[accRXQW][ORZeU].YRWeV; 
    ` 
 
    /// @notice Destro\s an amount of tokens from the caller 
    /// @param amount The amount of tokens to burn 
    function burn(XiQW256 aPRXQW) public oYerride ^ 
        _bXUQ(PVg.VeQdeU, aPRXQW); 
    ` 
 
    /// @notice Creates an amount of tokens on a recipient address 
    /// @param recipient The receiYer of the tokens 
    /// @param amount The amount of tokens to mint 
    /// @deY callable b\ goYernance onl\ 
    function mint(addUeVV UeciSieQW, XiQW256 aPRXQW) public oYerride onl\GoYernance ^ 
        _PiQW(UeciSieQW, aPRXQW); 
    ` 
 
    function _burn(addUeVV fURP, XiQW256 aPRXQW) internal oYerride ^ 
        VXSeU._bXUQ(fURP, aPRXQW); 
        _PRYeDeOegaWeV(deOegaWeV[fURP], addUeVV(0), aPRXQW); 
    ` 
 
    function _mint(addUeVV WR, XiQW256 aPRXQW) internal oYerride ^ 
        require(WRWaOSXSSO\().add(aPRXQW) <= MAX_SUPPLY, "TRNeQ: Ma[ SXSSO\ E[ceeded"); 
        VXSeU._PiQW(WR, aPRXQW); 
        _PRYeDeOegaWeV(addUeVV(0), deOegaWeV[WR], aPRXQW); 
    ` 
 
    function _transfer( 
        addUeVV fURP, 
        addUeVV WR, 
        XiQW256 aPRXQW 
    ) internal oYerride ^ 
        VXSeU._WUaQVfeU(fURP, WR, aPRXQW); 
        _PRYeDeOegaWeV(deOegaWeV[fURP], deOegaWeV[WR], aPRXQW); 
    ` 
 
    function _delegate(addUeVV deOegaWRU, addUeVV deOegaWee) internal ^ 
        addUeVV cXUUeQWDeOegaWe = deOegaWeV[deOegaWRU]; 
        XiQW256 deOegaWRUBaOaQce = baOaQceOf(deOegaWRU); // balance of underl\ing CAKEs (not scaled);
        deOegaWeV[deOegaWRU] = deOegaWee; 
 
        ePiW DeOegaWeChaQged(deOegaWRU, cXUUeQWDeOegaWe, deOegaWee); 
 
        _PRYeDeOegaWeV(cXUUeQWDeOegaWe, deOegaWee, deOegaWRUBaOaQce); 
    ` 
 
    // moYe an amount of delegates from srcRep to dstRep 
    function _moYeDelegates( 
        addUeVV VUcReS, 
        addUeVV dVWReS, 
        XiQW256 aPRXQW 
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    ) internal ^ 
        if (VUcReS != dVWReS && aPRXQW > 0) ^ 
            if (VUcReS != addUeVV(0)) ^ 
                // decrease old representatiYe 
                XiQW32 VUcReSNXP = QXPChecNSRiQWV[VUcReS]; 
                XiQW256 VUcReSOOd = VUcReSNXP > 0 ? checNSRiQWV[VUcReS][VUcReSNXP - 1].YRWeV : 0; 
                XiQW256 VUcReSNeZ = VUcReSOOd.VXb(aPRXQW); 
                _ZUiWeChecNSRiQW(VUcReS, VUcReSNXP, VUcReSOOd, VUcReSNeZ); 
            ` 
 
            if (dVWReS != addUeVV(0)) ^ 
                // increase neZ representatiYe 
                XiQW32 dVWReSNXP = QXPChecNSRiQWV[dVWReS]; 
                XiQW256 dVWReSOOd = dVWReSNXP > 0 ? checNSRiQWV[dVWReS][dVWReSNXP - 1].YRWeV : 0; 
                XiQW256 dVWReSNeZ = dVWReSOOd.add(aPRXQW); 
                _ZUiWeChecNSRiQW(dVWReS, dVWReSNXP, dVWReSOOd, dVWReSNeZ); 
            ` 
        ` 
    ` 
 
    function _ZriteCheckpoint( 
        addUeVV deOegaWee, 
        XiQW32 QChecNSRiQWV, 
        XiQW256 ROdVRWeV, 
        XiQW256 QeZVRWeV 
    ) internal ^ 
        XiQW32 bORcNNXPbeU = XiQW32(bORcN.QXPbeU); 
 
        // if the user has alread\ been delegated to this block, update Yote count 
        if (QChecNSRiQWV > 0 && checNSRiQWV[deOegaWee][QChecNSRiQWV - 1].fURPBORcN == bORcNNXPbeU) ^ 
            checNSRiQWV[deOegaWee][QChecNSRiQWV - 1].YRWeV = QeZVRWeV; 
        ` else ^ 
            // else Zrite a neZ checkpoint Zith updated Yote count 
            checNSRiQWV[deOegaWee][QChecNSRiQWV] = ChecNSRiQW(bORcNNXPbeU, QeZVRWeV); 
            QXPChecNSRiQWV[deOegaWee] = QChecNSRiQWV + 1; 
        ` 
 
        ePiW DeOegaWeVRWeVChaQged(deOegaWee, ROdVRWeV, QeZVRWeV); 
    ` 
 
    function getChainId() internal pure returns (XiQW256 chaiQId) ^ 
        // solhint-disable-ne[t-line no-inline-assembl\ 
        aVVePbO\ ^ 
            chaiQId := chaiQid() 
        ` 
    ` 
` 
 
// SPDX-License-Identifier: MIT 
 
SUagPa VROidiW\ 0.7.6; 
 
interface IToken ^ 
    function delegate(addUeVV deOegaWee) e[ternal; 
 
    function delegateB\Sig( 
        addUeVV deOegaWRU, 
        addUeVV deOegaWee, 
        XiQW256 deadOiQe, 
        XiQW8 Y, 
        b\WeV32 U, 
        b\WeV32 V 
    ) e[ternal; 
 
    function permit( 
        addUeVV RZQeU, 
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        addUeVV VSeQdeU, 
        XiQW256 YaOXe, 
        XiQW256 deadOiQe, 
        XiQW8 Y, 
        b\WeV32 U, 
        b\WeV32 V 
    ) e[ternal; 
 
    function burn(XiQW256 aPRXQW) e[ternal; 
 
    function mint(addUeVV UeciSieQW, XiQW256 aPRXQW) e[ternal; 
 
    function getCurrentVotes(addUeVV accRXQW) e[ternal YieZ returns (XiQW256); 
 
    function getPriorVotes(addUeVV accRXQW, XiQW256 bORcNNXPbeU) e[ternal YieZ returns (XiQW256); 
` 
 
// SPDX-License-Identifier: MIT 
 
SUagPa VROidiW\ 0.7.6; 
 
interface ITimelock ^` 
 
// SPDX-License-Identifier: MIT 
 
SUagPa VROidiW\ 0.7.6; 
 
interface ISubscriber ^ 
    function registr\() e[ternal YieZ returns (addUeVV); 
 
    function goYernance() e[ternal YieZ returns (addUeVV); 
 
    function manager() e[ternal YieZ returns (addUeVV); 
` 
 
// SPDX-License-Identifier: MIT 
 
SUagPa VROidiW\ 0.7.6; 
 
interface IRegistr\ ^ 
    function goYernance() e[ternal YieZ returns (addUeVV); 
 
    function manager() e[ternal YieZ returns (addUeVV); 
` 
 
// SPDX-License-Identifier: MIT 
 
SUagPa VROidiW\ 0.7.6; 
 
iPSRUW ^IERC20` fURP "@RSeQ]eSSeOiQ/cRQWUacWV/WRNeQ/ERC20/IERC20.VRO"; 
iPSRUW ^SafeERC20` fURP "@RSeQ]eSSeOiQ/cRQWUacWV/WRNeQ/ERC20/SafeERC20.VRO"; 
 
OibUaU\ TUaQVfeUHeOSeU ^ 
    XViQg SafeERC20 for IERC20; 
 
    // safel\ transfer tokens Zithout underfloZing 
    function safeTokenTransfer( 
        addUeVV UeciSieQW, 
        addUeVV WRNeQ, 
        XiQW256 aPRXQW 
    ) internal returns (XiQW256) ^ 
        if (aPRXQW == 0) ^ 
            return 0; 
        ` 
 
        XiQW256 baOaQce = IERC20(WRNeQ).baOaQceOf(addUeVV(WhiV)); 
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        if (baOaQce < aPRXQW) ^ 
            IERC20(WRNeQ).VafeTUaQVfeU(UeciSieQW, baOaQce); 
            return baOaQce; 
        ` else ^ 
            IERC20(WRNeQ).VafeTUaQVfeU(UeciSieQW, aPRXQW); 
            return aPRXQW; 
        ` 
    ` 
` 
 
 
// SPDX-License-Identifier: MIT 
 
SUagPa VROidiW\ 0.7.6; 
 
iPSRUW ^IERC20` fURP "@RSeQ]eSSeOiQ/cRQWUacWV/WRNeQ/ERC20/IERC20.VRO"; 
iPSRUW ^SafeMaWh` fURP "@RSeQ]eSSeOiQ/cRQWUacWV/PaWh/SafeMaWh.VRO"; 
iPSRUW ^ReeQWUaQc\GXaUd` fURP "@RSeQ]eSSeOiQ/cRQWUacWV/XWiOV/ReeQWUaQc\GXaUd.VRO"; 
iPSRUW ^TUaQVfeUHeOSeU` fURP "./OibUaUieV/TUaQVfeUHeOSeU.VRO"; 
iPSRUW ^ITiPeORcN` fURP "./iQWeUfaceV/ITiPeORcN.VRO"; 
iPSRUW ^ITRNeQ` fURP "./iQWeUfaceV/ITRNeQ.VRO"; 
iPSRUW ^OhSXbVcUibeU` fURP "./UegiVWU\/OhSXbVcUibeU.VRO"; 
 
/// @title Oh! Finance Token Timelock 
/// @notice Contract to manage linear token Yesting oYer a giYen time period 
/// @notice Users accrue Yested tokens as soon as the timelock starts, eYer\ second 
cRQWUacW OhTiPeORcN iV ReeQWUaQc\GXaUd, OhSXbVcUibeU, ITiPeORcN ^ 
    XViQg SafeMaWh for XiQW256; 
 
    /// @notice The total Yested balance of tokens a user can claim 
    PaSSiQg(addUeVV => XiQW256) public baOaQceV; 
 
    /// @notice The total amount of tokens a user has alread\ claimed 
    PaSSiQg(addUeVV => XiQW256) public cOaiPed; 
 
    /// @notice The Oh! Finance Token address 
    addUeVV public WRNeQ; 
 
    /// @notice The UNIX timestamp that the timelock starts at 
    XiQW256 public WiPeORcNSWaUW; 
 
    /// @notice The length in seconds of the timelock 
    XiQW256 public WiPeORcNLeQgWh; 
 
    /// @notice Emitted Zhen a user is added to the timelock 
    eYeQW Add(addUeVV iQde[ed XVeU, XiQW256 aPRXQW); 
 
    /// @notice Emitted eYer\ time a user claims tokens 
    eYeQW COaiP(addUeVV iQde[ed XVeU, XiQW256 aPRXQW); 
 
    /// @notice Timelock constructor 
    /// @param registr\_ The address of the Registr\ 
    /// @param _token The address of the Oh! Finance Token 
    /// @param _timelockDela\ Seconds to dela\ the timelock from starting 
    /// @param _timelockLength The length of the timelock in seconds 
    cRQVWUXcWRU( 
        addUeVV UegiVWU\_, 
        addUeVV _WRNeQ, 
        XiQW256 _WiPeORcNDeOa\, 
        XiQW256 _WiPeORcNLeQgWh 
    ) OhSXbVcUibeU(UegiVWU\_) ^ 
        WRNeQ = _WRNeQ; 
        WiPeORcNSWaUW = bORcN.WiPeVWaPS + _WiPeORcNDeOa\; 
        WiPeORcNLeQgWh = _WiPeORcNLeQgWh; 
    ` 
 



11 / 20

0;2021060�0006

    /// @notice Add a set of users to the Yesting contract Zith a set amount 
    /// @deY Onl\ callable b\ GoYernance, delegates token Yotes to msg.sender until the\ are claimed 
    /// @param users The arra\ of users to be added to the Yesting contract 
    /// @param amounts The arra\ of amounts of tokens to add to each users Yesting schedule 
    function add(addUeVV[] PePRU\ XVeUV, XiQW256[] PePRU\ aPRXQWV) e[ternal onl\GoYernance ^ 
        require(XVeUV.OeQgWh == aPRXQWV.OeQgWh, "TiPeORcN: AUUiW\ PiVPaWch"); 
 
        // find total, add to user balances 
        XiQW256 WRWaOAPRXQW = 0; 
        XiQW256 OeQgWh = XVeUV.OeQgWh; 
        for (XiQW256 i = 0; i < OeQgWh; i++) ^ 
            // get user and amount 
            addUeVV XVeU = XVeUV[i]; 
            XiQW256 aPRXQW = aPRXQWV[i]; 
 
            // update state and total, emit add 
            baOaQceV[XVeU] = aPRXQW; 
            WRWaOAPRXQW = WRWaOAPRXQW.add(aPRXQW); 
            ePiW Add(XVeU, aPRXQW); 
        ` 
 
        // transfer from msg.sender, delegate Yotes back to msg.sender 
        IERC20(WRNeQ).WUaQVfeUFURP(PVg.VeQdeU, addUeVV(WhiV), WRWaOAPRXQW); 
    ` 
 
    /// @notice Claim all aYailable tokens for the msg.sender, if an\ 
    /// @deY Reentranc\ guard to preYent double claims 
    function claim() e[ternal nonReentrant ^ 
        require(bORcN.WiPeVWaPS > WiPeORcNSWaUW, "TiPeORcN: LRcN QRW VWaUWed"); 
 
        // check for aYailable claims 
        addUeVV XVeU = PVg.VeQdeU; 
        XiQW256 aPRXQW = cOaiPabOe(XVeU); 
        require(aPRXQW > 0, "TiPeORcN: NR TRNeQV"); 
 
        // update user claimed Yariables 
        cOaiPed[XVeU] = cOaiPed[XVeU].add(aPRXQW); 
 
        // transfer to user 
        TUaQVfeUHeOSeU.VafeTRNeQTUaQVfeU(XVeU, WRNeQ, aPRXQW); 
        ePiW COaiP(XVeU, aPRXQW); 
    ` 
 
    /// @notice AYailable tokens aYailable for a user to claim 
    /// @deY AYailable = ((Balances[user] * Time_Passed) / Total_Time) - Claimed[user] 
    /// @param user The user address to check 
    /// @return amount The amount of tokens aYailable to claim 
    function claimable(addUeVV XVeU) public YieZ returns (XiQW256 aPRXQW) ^ 
        // saYe state Yariable to memor\ 
        XiQW256 XVeUCOaiPed = cOaiPed[XVeU]; 
 
        // if timelock hasn't started \et 
        if (bORcN.WiPeVWaPS < WiPeORcNSWaUW) ^ 
            // return entire balance 
            aPRXQW = baOaQceV[XVeU]; 
        ` 
        // else if timelock has e[pired 
        else if (bORcN.WiPeVWaPS > WiPeORcNSWaUW.add(WiPeORcNLeQgWh)) ^ 
            // return total remaining balance 
            aPRXQW = baOaQceV[XVeU].VXb(XVeUCOaiPed); 
        ` 
        // else Ze are currentl\ in the Yesting phase 
        else ^ 
            // find the time passed since timelock start 
            XiQW256 deOWa = bORcN.WiPeVWaPS.VXb(WiPeORcNSWaUW); 
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            // find the total Yested amount of tokens aYailable 
            XiQW256 WRWaOVeVWed = baOaQceV[XVeU].PXO(deOWa).diY(WiPeORcNLeQgWh); 
 
            // return Yested - claimed 
            aPRXQW = WRWaOVeVWed.VXb(XVeUCOaiPed); 
        ` 
    ` 
` 
 
 
// SPDX-License-Identifier: MIT 
 
SUagPa VROidiW\ 0.7.6; 
 
iPSRUW ^AddUeVV` fURP "@RSeQ]eSSeOiQ/cRQWUacWV/XWiOV/AddUeVV.VRO"; 
iPSRUW ^IRegiVWU\` fURP "../iQWeUfaceV/IRegiVWU\.VRO"; 
 
/// @title Oh! Finance Registr\ 
/// @deY Contract that contains references to the all core contracts for Oh! Finance 
/// @deY Ideall\, Ze should neYer need to replace this contract. Onl\ update references. 
cRQWUacW OhRegiVWU\ iV IRegiVWU\ ^ 
    XViQg AddUeVV for addUeVV; 
 
    /// @notice address of goYernance contract 
    addUeVV public RYeUUide gRYeUQaQce; 
    /// @notice address of the management contract 
    addUeVV public RYeUUide PaQageU; 
 
    eYeQW GRYeUQaQceUSdaWed(addUeVV iQde[ed ROdGRYeUQaQce, addUeVV iQde[ed QeZGRYeUQaQce); 
    eYeQW MaQageUUSdaWed(addUeVV iQde[ed ROdMaQageU, addUeVV iQde[ed QeZMaQageU); 
 
    PRdifieU RQO\GRYeUQaQce ^ 
        require(PVg.VeQdeU == gRYeUQaQce, "RegiVWU\: OQO\ GRYeUQaQce"); 
        _; 
    ` 
 
    cRQVWUXcWRU() ^ 
        gRYeUQaQce = PVg.VeQdeU; 
    ` 
 
    /// @notice Sets the GoYernance address 
    /// @param _goYernance the neZ goYernance address 
    /// @deY Onl\ GoYernance can call this function 
    function setGoYernance(addUeVV _gRYeUQaQce) e[ternal onl\GoYernance ^ 
        require(_gRYeUQaQce.iVCRQWUacW(), "RegiVWU\: IQYaOid GRYeUQaQce"); 
        ePiW GRYeUQaQceUSdaWed(gRYeUQaQce, _gRYeUQaQce); 
        gRYeUQaQce = _gRYeUQaQce; 
    ` 
 
    /// @notice Sets the Manager address 
    /// @param _manager the neZ manager address 
    /// @deY Onl\ GoYernance can call this function 
    function setManager(addUeVV _PaQageU) e[ternal onl\GoYernance ^ 
        require(_PaQageU.iVCRQWUacW(), "RegiVWU\: IQYaOid MaQageU"); 
        ePiW MaQageUUSdaWed(PaQageU, _PaQageU); 
        PaQageU = _PaQageU; 
    ` 
` 
 
// SPDX-License-Identifier: MIT 
 
SUagPa VROidiW\ 0.7.6; 
 
iPSRUW ^AddUeVV` fURP "@RSeQ]eSSeOiQ/cRQWUacWV/XWiOV/AddUeVV.VRO"; 
iPSRUW ^ISXbVcUibeU` fURP "../iQWeUfaceV/ISXbVcUibeU.VRO"; 
iPSRUW ^IRegiVWU\` fURP "../iQWeUfaceV/IRegiVWU\.VRO"; 
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/// @title Oh! Finance Subscriber 
/// @notice Base Oh! Finance contract used to control access throughout the protocol 
abstract cRQWUacW OhSXbVcUibeU iV ISXbVcUibeU ^ 
    addUeVV iQWeUQaO _UegiVWU\; 
 
    /// @notice Onl\ alloZ authori]ed addresses (goYernance or manager) to e[ecute a function 
    PRdifieU RQO\AXWhRUi]ed ^ 
        require(PVg.VeQdeU == gRYeUQaQce() __ PVg.VeQdeU == PaQageU(), "SXbVcUibeU: OQO\ AXWhRUi]ed")
        _; 
    ` 
 
    /// @notice Onl\ alloZ the goYernance address to e[ecute a function 
    PRdifieU RQO\GRYeUQaQce ^ 
        require(PVg.VeQdeU == gRYeUQaQce(), "SXbVcUibeU: OQO\ GRYeUQaQce"); 
        _; 
    ` 
 
    /// @notice Construct contract Zith the Registr\ 
    /// @param registr\_ The address of the Registr\ 
    cRQVWUXcWRU(addUeVV UegiVWU\_) ^ 
        require(AddUeVV.iVCRQWUacW(UegiVWU\_), "SXbVcUibeU: IQYaOid RegiVWU\"); 
        _UegiVWU\ = UegiVWU\_; 
    ` 
 
    /// @notice Get the GoYernance address 
    /// @return The current GoYernance address 
    function goYernance() public YieZ oYerride returns (addUeVV) ^ 
        return IRegiVWU\(UegiVWU\()).gRYeUQaQce(); 
    ` 
 
    /// @notice Get the Manager address 
    /// @return The current Manager address 
    function manager() public YieZ oYerride returns (addUeVV) ^ 
        return IRegiVWU\(UegiVWU\()).PaQageU(); 
    ` 
 
    /// @notice Get the Registr\ address 
    /// @return The current Registr\ address 
    function registr\() public YieZ oYerride returns (addUeVV) ^ 
        return _UegiVWU\; 
    ` 
 
    /// @notice Set the Registr\ for the contract. Onl\ callable b\ GoYernance. 
    /// @param registr\_ The neZ registr\ 
    /// @deY Requires sender to be GoYernance of the neZ Registr\ to aYoid bricking. 
    /// @deY Ideall\ should not be used 
    function setRegistr\(addUeVV UegiVWU\_) e[ternal onl\GoYernance ^ 
        require(AddUeVV.iVCRQWUacW(UegiVWU\_), "SXbVcUibeU: IQYaOid RegiVWU\"); 
 
        _UegiVWU\ = UegiVWU\_; 
        require(PVg.VeQdeU == gRYeUQaQce(), "SXbVcUibeU: Bad GRYeUQaQce"); 
    ` 
` 
 
 
^ 
  "QaPe": "@RhfiQaQce/cRQWUacWV", 
  "YeUViRQ": "1.0.0", 
  "deVcUiSWiRQ": "Oh! FiQaQce EWheUeXP SPaUW CRQWUacWV", 
  "hRPeSage": "hWWSV://Rh.fiQaQce", 
  "UeSRViWRU\": "hWWSV://giWhXb.cRP/OhFiQaQce/cRQWUacWV", 
  "aXWhRU": "OhFiQaQce <heOOR@Rh.fiQaQce>", 
  "OiceQVe": "MIT", 
  "W\SeV": "W\SeV/iQde[.WV", 
  "fiOeV": [ 



14 / 20

0;2021060�0006

    "abi", 
    "aUWifacWV", 
    "cRQWUacWV", 
    "W\SeV" 
  ], 
  "VcUiSWV": ^ 
    "bXPS:PiQRU": "\aUQ YeUViRQ --PiQRU", 
    "bXPS:PaMRU": "\aUQ YeUViRQ --PaMRU", 
    "cOeaQ": "haUdhaW cOeaQ", 
    "UeOeaVe": "\aUQ SXbOiVh", 
    "OiQW": "\aUQ SUeWWieU && VROhiQW -c .VROhiQW.MVRQ cRQWUacWV/**/*.VRO", 
    "bXiOd": "haUdhaW cRPSiOe && WVc", 
    "cRPSiOe": "haUdhaW cRPSiOe", 
    "dRcV:bXiOd": "UP -Uf dRcV && \aUQ UXQ haUdhaW dRcgeQ", 
    "dRcV:VeUYe": "VeUYe -V dRcV", 
    "deY": "haUdhaW QRde --ZaWch", 
    "WeVW": "haUdhaW WeVW", 
    "WeVW:gaV": "cURVV-eQY REPORT_GAS=1 haUdhaW WeVW", 
    "WeVW:faVW": "cURVV-eQY TS_NODE_TRANSPILE_ONLY=1 haUdhaW WeVW", 
    "UiQNeb\:deSOR\": "haUdhaW --QeWZRUN UiQNeb\ deSOR\", 
    "UiQNeb\:UXQ": "haUdhaW --QeWZRUN UiQNeb\ UXQ", 
    "UiQNeb\:VRXUcif\": "haUdhaW --QeWZRUN UiQNeb\ VRXUcif\", 
    "UiQNeb\:YeUif\": "haUdhaW --QeWZRUN UiQNeb\ eWheUVcaQ-YeUif\", 
    "PaiQQeW:deSOR\": "haUdhaW --QeWZRUN PaiQQeW deSOR\", 
    "PaiQQeW:UXQ": "haUdhaW --QeWZRUN PaiQQeW UXQ", 
    "PaiQQeW:VRXUcif\": "haUdhaW --QeWZRUN PaiQQeW VRXUcif\", 
    "PaiQQeW:YeUif\": "haUdhaW --QeWZRUN PaiQQeW eWheUVcaQ-YeUif\" 
  `, 
  "deYDeSeQdeQcieV": ^ 
    "@digi[/dR[iW\": "^0.5.2", 
    "@eWheUeXP-ZaffOe/chai": "^3.2.2", 
    "@QRPicOabV/haUdhaW-eWheUV": "QSP:haUdhaW-deSOR\-eWheUV", 
    "@QRPicOabV/haUdhaW-eWheUVcaQ": "^2.1.2", 
    "@QRPicOabV/haUdhaW-ZaffOe": "^2.0.1", 
    "@RSeQ]eSSeOiQ/cRQWUacWV": "3.4.1", 
    "@RSeQ]eSSeOiQ/cRQWUacWV-XSgUadeabOe": "3.4.1", 
    "@VWXd\defi/PRQe\-OegRV": "^2.4.1", 
    "@W\SechaiQ/eWheUV-Y5": "^7.0.0", 
    "@W\SechaiQ/haUdhaW": "^2.0.1", 
    "@W\SeV/chai": "^4.2.14", 
    "@W\SeV/PRcha": "^8.2.0", 
    "@W\SeV/QRde": "^14.14.22", 
    "@XQiVZaS/Y2-cRUe": "^1.0.1", 
    "@XQiVZaS/Y2-SeUiSheU\": "^1.1.0-beWa.0", 
    "chai": "^4.2.0", 
    "cURVV-eQY": "^7.0.3", 
    "dRWeQY": "^8.2.0", 
    "eWheUeXP-ZaffOe": "^3.3.0", 
    "eWheUV": "^5.3.0", 
    "haUdhaW": "^2.0.6", 
    "haUdhaW-abi-e[SRUWeU": "^2.0.7", 
    "haUdhaW-deSOR\": "^0.7.10", 
    "haUdhaW-dRcgeQ": "^1.1.1", 
    "haUdhaW-gaV-UeSRUWeU": "^1.0.4", 
    "haUdhaW-VSd[-OiceQVe-ideQWifieU": "^2.0.3", 
    "haUdhaW-W\SechaiQ": "^0.3.4", 
    "SUeWWieU": "^2.2.1", 
    "SUeWWieU-SOXgiQ-VROidiW\": "^1.0.0-beWa.9", 
    "VROc": "0.7.6", 
    "WV-geQeUaWRU": "^0.1.1", 
    "WV-QRde": "^9.1.1", 
    "WVcRQfig-SaWhV": "^3.9.0", 
    "W\SechaiQ": "^5.0.0", 
    "W\SeVcUiSW": "^4.1.3" 
  ` 
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DeVcULSWLRQ: 

One of the featXres of smart contracts is the abilit\ to call and Xtilise code of other e[ternal contracts. Contracts

also t\picall\ handle Blockchain CXrrenc\, and as sXch often send Blockchain CXrrenc\ to YarioXs e[ternal Xser

addresses. The operation of calling e[ternal contracts, or sending Blockchain CXrrenc\ to an address, reqXires

the contract to sXbmit an e[ternal call. These e[ternal calls can be hijacked b\ attackers Zhereb\ the\ force the

contract to e[ecXte fXrther code (i.e. throXgh a fallback fXnction) , inclXding calls back into itself. ThXs the code

e[ecXtion "re-enters" the contract. Attacks of this kind Zere Xsed in the infamoXs DAO hack.

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: 

no.

DeVcULSWLRQ: 

The VirtXal Machine (EVM) specifies fi[ed-si]e data t\pes for integers. This means that an integer Yariable, onl\

has a certain range of nXmbers it can represent. A Xint8 for e[ample, can onl\ store nXmbers in the range

[0,255]. Tr\ing to store 256 into a Xint8 Zill resXlt in 0. If care is not taken, Yariables in Solidit\ can be e[ploited if

Xser inpXt is Xnchecked and calcXlations are performed Zhich resXlt in nXmbers that lie oXtside the range of the

data t\pe that stores them.

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: 

no.

DeVcULSWLRQ: 

T\picall\ Zhen Blockchain CXrrenc\ is sent to a contract, it mXst e[ecXte either the fallback fXnction, or another

fXnction described in the contract. There are tZo e[ceptions to this, Zhere Blockchain CXrrenc\ can e[ist in a

contract ZithoXt haYing e[ecXted an\ code. Contracts Zhich rel\ on code e[ecXtion for eYer\ Blockchain

CXrrenc\ sent to the contract can be YXlnerable to attacks Zhere Blockchain CXrrenc\ is forcibl\ sent to a

contract.

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: no.

` 
 

AQaO\VLV Rf aXdLW UeVXOWV

Re-EQWUaQc\

AULWKPeWLc OYeU/UQdeU FORZV

UQe[SecWed BORcNcKaLQ CXUUeQc\
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DeVcULSWLRQ: 

The CALL and DELEGATECALL opcodes are XsefXl in alloZing deYelopers to modXlarise their code. Standard

e[ternal message calls to contracts are handled b\ the CALL opcode Zhereb\ code is rXn in the conte[t of the

e[ternal contract/fXnction. The DELEGATECALL opcode is identical to the standard message call, e[cept that

the code e[ecXted at the targeted address is rXn in the conte[t of the calling contract along Zith the fact that

msg.sender and msg.YalXe remain Xnchanged. This featXre enables the implementation of libraries Zhereb\

deYelopers can create reXsable code for fXtXre contracts.

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: no.

DeVcULSWLRQ: 

FXnctions in Solidit\ haYe Yisibilit\ specifiers Zhich dictate hoZ fXnctions are alloZed to be called. The Yisibilit\

determines ZhBlockchain CXrrenc\ a fXnction can be called e[ternall\ b\ Xsers, b\ other deriYed contracts, onl\

internall\ or onl\ e[ternall\. There are foXr Yisibilit\ specifiers, Zhich are described in detail in the Solidit\ Docs.

FXnctions defaXlt to pXblic alloZing Xsers to call them e[ternall\. Incorrect Xse of Yisibilit\ specifiers can lead to

some deYestating YXlernabilities in smart contracts as Zill be discXssed in this section.

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: 

no.

DeVcULSWLRQ: 

All transactions on the blockchain are deterministic state transition operations. Meaning that eYer\ transaction

modifies the global state of the ecos\stem and it does so in a calcXlable Za\ Zith no Xncertaint\. This Xltimatel\

means that inside the blockchain ecos\stem there is no soXrce of entrop\ or randomness. There is no rand()

fXnction in Solidit\. AchieYing decentralised entrop\ (randomness) is a Zell established problem and man\

ideas haYe been proposed to address this (see for e[ample, RandDAO or Xsing a chain of Hashes as described

b\ Vitalik in this post).

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: 

no.

DeVcULSWLRQ: 

One of the benefits of the global compXter is the abilit\ to re-Xse code and interact Zith contracts alread\

DeOegaWecaOO

DefaXOW VLVLbLOLWLeV

EQWURS\ IOOXVLRQ

E[WeUQaO CRQWUacW RefeUeQcLQg
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deplo\ed on the netZork. As a resXlt, a large nXmber of contracts reference e[ternal contracts and in general

operation Xse e[ternal message calls to interact Zith these contracts. These e[ternal message calls can mask

malicioXs actors intentions in some non-obYioXs Za\s, Zhich Ze Zill discXss.

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: 

no.

DeVcULSWLRQ: 

Check for UnsolYed TODO comments

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: 

no.

DeVcULSWLRQ: 

This attack is not specificall\ performed on Solidit\ contracts themselYes bXt on third part\ applications that ma\

interact Zith them. I add this attack for completeness and to be aZare of hoZ parameters can be manipXlated in

contracts.

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: 

no.

DeVcULSWLRQ: 

There a nXmber of Za\s of performing e[ternal calls in solidit\. Sending Blockchain CXrrenc\ to e[ternal

accoXnts is commonl\ performed Yia the transfer() method. HoZeYer, the send() fXnction can also be Xsed and,

for more Yersatile e[ternal calls, the CALL opcode can be directl\ emplo\ed in solidit\. The call() and send()

fXnctions retXrn a boolean indicating if the call sXcceeded or failed. ThXs these fXnctions haYe a simple caYeat,

in that the transaction that e[ecXtes these fXnctions Zill not reYert if the e[ternal call (intialised b\ call() or send())

fails, rather the call() or send() Zill simpl\ retXrn false. A common pitfall arises Zhen the retXrn YalXe is not

checked, rather the deYeloper e[pects a reYert to occXr.

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: 

no.

UQVROYed TODO cRPPeQWV

SKRUW AddUeVV/PaUaPeWeU AWWacN

UQcKecNed CALL ReWXUQ VaOXeV
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DeVcULSWLRQ: 

The combination of e[ternal calls to other contracts and the mXlti-Xser natXre of the Xnderl\ing blockchain giYes

rise to a Yariet\ of potential Solidit\ pitfalls Zhereb\ Xsers race code e[ecXtion to obtain Xne[pected states. Re-

Entranc\ is one e[ample of sXch a race condition. In this section Ze Zill talk more generall\ aboXt different kinds

of race conditions that can occXr on the blockchain. There is a Yariet\ of good posts on this sXbject, a feZ are:

Wiki - Safet\, DASP - Front-RXnning and the ConsensXs - Smart Contract Best Practices.

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: 

no.

DeVcULSWLRQ: 

This categor\ is Yer\ broad, bXt fXndamentall\ consists of attacks Zhere Xsers can leaYe the contract inoperable

for a small period of time, or in some cases, permanentl\. This can trap Blockchain CXrrenc\ in these contracts

foreYer, as Zas the case Zith the Second Parit\ MXltiSig hack

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: 

no.

DeVcULSWLRQ: 

Block timestamps haYe historicall\ been Xsed for a Yariet\ of applications, sXch as entrop\ for random nXmbers

(see the Entrop\ IllXsion section for fXrther details), locking fXnds for periods of time and YarioXs state-changing

conditional statements that are time-dependent. Miner's haYe the abilit\ to adjXst timestamps slightl\ Zhich can

proYe to be qXite dangeroXs if block timestamps are Xsed incorrectl\ in smart contracts.

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: 

no.

DeVcULSWLRQ: 

ConstrXctors are special fXnctions Zhich often perform critical, priYileged tasks Zhen initialising contracts.

Before solidit\ Y0.4.22 constrXctors Zere defined as fXnctions that had the same name as the contract that

contained them. ThXs, Zhen a contract name gets changed in deYelopment, if the constrXctor name isn't

changed, it becomes a normal, callable fXnction. As \oX can imagine, this can (and has) lead to some interesting

contract hacks.

Race CRQdLWLRQV / FURQW RXQQLQg

DeQLaO Of SeUYLce (DOS)

BORcN TLPeVWaPS MaQLSXOaWLRQ

CRQVWUXcWRUV ZLWK CaUe
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DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: 

no.

DeVcULSWLRQ: 

The EVM stores data either as storage or as memor\. Understanding e[actl\ hoZ this is done and the defaXlt

t\pes for local Yariables of fXnctions is highl\ recommended Zhen deYeloping contracts. This is becaXse it is

possible to prodXce YXlnerable contracts b\ inappropriatel\ intialising Yariables.

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: 

no.

DeVcULSWLRQ: 

As of this Zriting (Solidit\ Y0.4.24), fi[ed point or floating point nXmbers are not sXpported. This means that

floating point representations mXst be made Zith the integer t\pes in Solidit\. This can lead to

errors/YXlnerabilities if not implemented correctl\.

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: 

no.

DeVcULSWLRQ: 

Solidit\ has a global Yariable, t[.origin Zhich traYerses the entire call stack and retXrns the address of the

accoXnt that originall\ sent the call (or transaction). Using this Yariable for aXthentication in smart contracts

leaYes the contract YXlnerable to a phishing-like attack.

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: 

no.

DeVcULSWLRQ: 

Contract managers Zho can control liqXidit\ or pledge pools, etc., or impose Xnreasonable restrictions on other

UQLQWLaOLVed SWRUage PRLQWeUV

FORaWLQg PRLQWV aQd NXPeULcaO PUecLVLRQ

W[.RULgLQ AXWKeQWLcaWLRQ

PeUPLVVLRQ UeVWULcWLRQV
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Xsers.

DeWecWLRQ UeVXOWV:

PASSED!

SecXULW\ VXggeVWLRQ: 

no.




